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HIGHLIGHTS
e ETM-LWSSADL algorithm achieves a better solution with the highest possible RESE values.
e BiGRU model is applied to generate a THV on collected traffic data.

e ETM-LWSSADL technique exploits the LWSSA technique for optimum hyperparameter selection.

Abstract: The Trust-Aware Aggregation Authentication Protocol for SloT Networks is a security process
intended for SIoT platforms. It concentrates on ensuring the reliability of communication and data aggregation
between interrelated 10T devices. This protocol deploys authentication systems for verifying the identities of
devices and integrates trust-aware mechanisms to estimate the trustworthiness of data exchanged from the
social environment of SIoT. By establishing a trustworthy and secure communication structure, this protocol
improves the entire integrity and security of SloT networks, addressing potential vulnerabilities connected
with social communications between |0T devices. Therefore, this study develops an enhanced Trust
Management using Locally Weighted Salp Swarm Algorithm with Deep learning (ETM-LWSSADL) technique
for SloT Networks. The ETM-LWSSADL technique computes direct and indirect trust values and is assessed
depending upon different weighing factors for maximizing the application performance and creating a secure
data transmission process. During authentication process, when the SIoT device with total trust value (TTV)is
not greater than the threshold value (THV) or authentication token is invalid, the gateways then disregard the
node. Besides, bidirectional gated recurrent unit (BiGRU) model is applied to generate a THV on collected
traffic data. Moreover, the ETM-LWSSADL technique exploits the LWSSA technique for optimum hyper
parameter selection of the BiGRU algorithm. To highlight the enhanced performance of the ETM-LWSSADL
methodology, an extensive range of simulations can be involved.
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INTRODUCTION

The Internet of Things (IoT) includes of huge number of devices with capability to detect, collect, and
generate data all over the world [1]. The devices communicate with each other to provide an extensive of
smart services that will be employed by users, manufacturers, and alternative devices to perform day-to-day
activities. 10Ts have applicability in several fields such as medical field, intelligent transportation systems
(ITS), workstations and smart homes, environment monitoring, and more [2]. Every device in |oT performs
the role of service requestor, service provider, or both. In order to develop trusted correlation between
devices, social networking platform was employed in 10T and this model was named SloT. SloT includes
different things or devices to collect the data, provide services, create verdicts, offer recommendations, and
take action [3]. It has a vital effect on restoring the innovative developments of medical-embedded sensors,
medical robotics, and medical facilities. SloTis also employed for coastal management systems, and crowd-
sensing applications [4]. With the help of SloT, the social networking of device owners has been utilized to
establish a trustworthy social correlation between the devices.

In order to ensure trustworthy cooperation among individuals, soft security utilizes social control facets
to the basic security method [5]. For instance, soft trust could be dependent upon direct involvement (direct
trust), trustworthy peer involvement gathered in the period (indirect trust), or both [6]. A trust engine named
the Trust and Reputation Management (TRM) model obviously calculates the trust level. The TRM model
collects data from the individuals that the service is about the quality of service (QoS) obtained and calculates
the statuses of the individuals that are offered the service. In a distributive TRM model, the service consumer
will be learned the previous behaviour of service provider via straight collaborations [7]. However, once the
service provider does not have satisfactory direct communications with the particular service user, it should
be reliant on an indirect experience calculated from the recommendations acquired from peers who can be
previously directly communicated with the service provider [8]. Reputation could be calculated depending on
indirect trust, direct trust, or both. The TRM model should be organized to manage adaptable settings and
malicious individuals. The major significant need of the TRM model was adaptively maintenance. The help
of TRM to overcome the adaptive condition permits trusters to find the modifications in recommender
behaviour or service providers [9]. In I0T, individuals become heterogeneous and measure several self-
interest populations and the probability of consistent reports will be difficult. In order to adversely impact the
artificial increase of the reputation of a bad service provider (ballot-stuffing) and the better service provider
reputation (bad-mouthing), recommenders may be provided incorrect recommendations [10].

This study develops an enhanced Trust Management using Locally Weighted Salp Swarm Algorithm with
Deep learning (ETM-LWSSADL) technique for SloT Networks. During authentication process, when the SloT
device with total trust value (TTV) is not greater than the threshold value (THV) or authentication token is
invalid, the gateways then disregard the node. Besides, bi-directional gated recurrent unit (BiGRU) model
has been applied to generate a THV on collected traffic data. Moreover, the ETM-LWSSADL technique
exploits the LWSSA technique for optimal hyperparameter selection of the BIGRU model. The experimental
outcomes highlighted that the ETM-LWSSADL technique gains maximum performance over other models.

RELATED WORKS

Cheng and coauthors [11] developed a lightweight authentication-driven trusted management model,
which comprises an innovative authentication and key contract method for assurance of the validity of task
issuers, with significantly decreased expenses than other studies. The method also integrates a dispersed
information storage system and fine-grained access control method. This technique records the interactive
messages under the blockchain (BC) to confirm traceability. In [12], an innovative dynamic and scalable
multi-level Trust-Model (DSL-STM) system was developed, particularly developed for SloT platforms. The
technique also developed multidimensional metrics to define a SloT individual's behaviours. Combination
through an ML-based algorithm. Lastly, a hybrid propagation technique was developed to distribute trusted
values at the network, reducing resource consumption and protective scalability and dynamism. Roy and
coauthors [13] introduced an autonomous decentralized trust management system to choose a trustworthy
device for demanded service transactions. This presented method employs the Social loTs for trust
management. The developed method utilizes social relationships to determine the level of trust between
relevant devices, evaluate the overall trust of the unknown devices, periodically upgrade the experimental
trust parameters, and separate the malicious nodes across the network.
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In [14], a Social Internet of Vehicles—Fuzzy-based Trustworthy Friendship Selection Algorithm—
Crossover-boosted AOA (SloV-FTFSA-CAOA) technique was introduced. This technique employs FL. The
Crossover-boosted Arithmetic Optimizer method was employed for recognizing the communities. The
maximum trust value selection method was also deployed. The Road Aware Geographical Routing protocol
has been employed, and Battery Model-based Energy Computation technique was employed. Wang and
coauthors [15] developed a BC-empowered model involving 3 components for accomplishing decentralized
TM in 10BT: (i) Local Trust Computation: every Io0BT node employs a local trust computation technique; (ii)
Global Trust Aggregation: portable ping-pong positions utilize a global trust combination method; (iii) BC
Consensus Process: the global trusts of Io0BT nodes have been upgraded to the BC. The technique
established an innovative consensus method that activates BC nodes.

In [16], an innovative behavioural profiling system was introduced that employs Al methods. Simulated
data was formed to reproduce different conditions, including discrepancies in security protocols, device
gualities, environmental effects, network settings, and application workloads. The effectiveness of the
proposed solution was evaluated by performing 6 simulated sequences, where the consequences indicate
different values of accuracy in employing multi-factor authentication (MFA). Sharma and coauthors [17]
introduced a direct observation-based distributed trust management system, named BD-Trust. During this,
BD-Trust reckons under three trust factors. Data trust will be calculated and reliability in established data
values for effective communication responses. BD-Trust utilizes a trust update method. An adaptive decay
parameter was developed for considering earlier experiential trust values in existing computation while
upgrading the trust scores.

Motivation

The Trust-Aware Aggregation Authentication Protocol for Social Internet of Things (SloT) networks was
developed in response to the increasing number of social networks that are being linked with the I0T. As
more and more physical objects join the network and communicate data about their social environments, it
is crucial to guarantee the reliability and security of data aggregation and communication amongst these
devices. This is due to the fact that information gathered via social media is becoming increasingly
commonplace. When it comes to the I0T, conventional security measures may fall short when faced with the
unique challenges posed by people's interactions and connections. To get around these problems, the Trust-
Aware Aggregation Authentication Protocol focuses on trust management and authentication processes
tailored to 10T devices. The protocol enhances the general security and integrity of SloT networks by
establishing a secure framework for communication. To do this, we verify the devices' identities and use trust-
aware algorithms to determine how reliable the transmitted data is in a social setting.

To counter this, the study recommends an enhanced Trust Management method called ETM-LWSSADL,
which combines a Locally Weighted Salp Swarm Algorithm with Deep Learning, to strengthen the safety and
efficiency of SloT networks. This approach calculates direct and indirect trust values by considering a
multitude of weighting criteria, all with the goal of optimising the application's performance and ensuring the
data transfer's safety. During authentication, the protocol does not pay attention to nodes that do not have
sufficient trust or that use incorrect tokens. The SloT devices' total trust value (TTV) is compared to a
threshold value (THV) to achieve this. In addition, the trust handling value (THV) may be improved by the
use of a bidirectional gated recurrent unit (BiGRU) model, which is trained using traffic data.

ETM-LWSSADL method utilises the Locally Weighted Salp Swarm Algorithm to determine the optimal
BiGRU algorithm hyper parameters, hence enhancing the machine learning algorithm's performance even
further. Validating the effectiveness of the ETM-LWSSADL technique may be achieved through thorough
simulations. By running these simulations, we can see that the ETM-LWSSADL approach outperformed the
competition. The experimental findings reveal that the proposed strategy improves security, reliability, and
performance when applied to SloT networks, suggesting that it might be useful in the real world.

THE PROPOSED METHOD

In this study, we have established an ETM-LWSSADL technique for SloT Networks. In the presented
ETM-LWSSADL technique, the TTV of every SloT device is derived by the use of behaviour trust and data
trust. During authentication process, when the SIoT device with TTV is not greater than THV or authentication
token is invalid, the gateways then disregard the node. The BiGRU model on gathered traffic data dynamically
determines the THV. Finally, the LWSSA technique can be utilized for optimal hyperparameter selection.
Figure 1 represents the entire flow of ETM-LWSSADL technique.
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Figure 1. Overall flow of ETM-LWSSADL technique

Computation of Trust

To enhance reliability amongst SloT nodes, two kinds of trusts can be measured such as Direct or
Indirect trusts [18]. Once nodes i and jrelate directly with every other the trust can be evaluated as:

T (©=aT} () (t-A0) +aD} () +BG] +aBDP} (1)

Whereas X = honesty, cooperativeness, community interest, and energy. Ti’]-‘(t) implies the past trust
amongi and jinterms of X. Atdenotes the time passedthen the final trust upgrade. Node i will utilize direct
trustDi’]‘- (t) and its past trust Ti’j( (t)(t — At)nearby node j. Besides, these 2 parameters node i also utilizes the
centrality and dependability factors to calculate trust. The node centrality was calculated based on Eq. (2).

Centrality Gi)j(: set of common friends between i and j/Neighbors between i, | 2)

The dependability factor is in the interval of zero and one that is attained by the utilities of another
relatedtoSloTplatform. The behavior of similar node (past history) in a distinct platform can be employed for
measuring the reliability. Nodes are recognized by their semantics. The expense linked with collecting the
reliability factor is minimal, and in some instances, the reliability factor maybe 0 if similar objects cannot
interact with the outside world at all. Once node iwitnesses node kthat has already expert transaction with
node j, afterward trust can be calculated based on Eq. (3). Node i utilizes k’'s recommendation to judge node
j. Node icould not have some direct communication with node jin its place utilize recommendation of
knearbij,i‘j(t) and the past trust value Ti)f(t)(t — At) to allowj.According to this, the dependabilityand

centrality factorsallowoptimum computation of trust.
T (D=yT} () (-2 +yD (D+VRi (D+BG (3)

T/{ (t)(t — Ar)denotes the past trust value, Ry, (t)signifies the recommendation that node koffers to node
ion node j. There are potential probabilitiesof node k being malicious. If node k is not malicious
R,’fj(t)equivalentsDi’,‘c. If node k is malicious it executesbad-mouthing threats and transmits themsimilar to
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node i. To prevent that, node i utilizes direct trust to access node kD}% (t). Composed with these parameters,
the trust has been evaluated utilizing centrality and dependability factorsexpressed in Egs. (2) and (3).

BiGRU based Threshold Value Selection

In this work, the BIGRU model is applied to generate a THV on collected traffic data. The bidirectional
RNN can be employed in forward and reverse data [19]. In this study, the NN architecture designed by
Grufer-Sinopoli and Thalemannis to be used, with the standard RNN cells being changed with GRU cells.
The BiGRU has connected two hidden layers (HL) in opposed transmitting manner to the similar output layer
thus, it achieves data at the past and future conditions. The BiGRU-NN can be the ability to learn the data
from 2 various data directions, to create more precise predictions. The concept of the BIGRU is to divide the
consistent GRU neurons into backward positions (negative time direction) and forward positions (positive
time direction).

Now, the GRU cell has two gates like reset gate (1;) and update gate (z;). The update gate z, controls
the quantification of new data from input data arrives the existing condition; the huge z;, the increasingly
additional data can be accessible from the input data. The reset gate (r;)measures the range to which status
data in earlier times will be unnoticed; the small the r;, the data of the prior state will be disregarded. At time
t, x; signifies the input and h; denote the hidden state. The representation @ denotes the element-wise
multiplication. Et, also named as the candidate vector, is a modulate function that determines the level to
which the new input data will be obtained in the cell status. o refers to the sigmoid function, and tanh
characterizes the tanh function. The upgrade gate (z) and the reset gate (r) have been computed as
presented in Egs. (4)-(8), where W;, W, and W, describes the weight matrices. [] point to that the two vectors

will be connected, and the symbol = signifies the element-wise multiplication. Figure 2 illustrates the
infrastructure of BiGRU.

r=a(W,-[he.q, X1 4)
2=o(Wz [heq, X)) (5)
he=tanh (Wi, -[r*hi, x(]) (6)
he=(1-z)*heq+2¢"hy (7)
Y=o (Wo-t) (8)

Output Layer

Backward Layer

Forward Layer

Input Layer

Figure 2. BiGRU architecture

Hyperparameter Tuning using LWSSA

The ETM-LWSSADL technique exploits the LWSSA technique for optimal parameter choice of the
BiGRU model. SSA is a biologically inspired optimization manner based on the group behaviors of Salp,
ocean invertebrates well-known for swarming patterns [20]. SSA is intended to address the optimizer
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problems by imitating the cooperation observed and social interaction in Salp swarm. The mathematical
formulation is used to govern the decision making process and movement of virtual Salps within the search
range. The SSA includes the upgrade of Salp's location in the problem space based on the collective effect
of entire swarm, its existing location, and the influence of obtained optimum solution. The position updating
formula is given below:

t+1 = Fj+W1 ((Ubj-|bj)W2+|bj) : W3ZO_5

i )
" Fws ((ubyelb)wa b)) ws<0.5

yff]’-l and F; are the coordinates of primary Salp location and the position of food supply at j™* dimension,

correspondingly. ub; and lb; are the upper and lower boundaries of the search space. The two scales w, and
ws are random integer within[0,1]. w; is a parameter which achieves constancy during exploration and
exploitation, it also represents a critical point parameter.

-4t\2

w,=26(7) (10)

T denotes the maximal iteration count, and the existing iteration is t. Eq. (11) is used to define the update
location in relation to the follower salp:

1
vii'=3 (y?,j+y}-1 ,J) (1D

yf_l’j indicates the location of i — 1 followers at j** dimension. Eq. (11) relies on Eq. (12) (Newton’s law
of motion):

y}’j=%a><time2+u0><time (12)

y{j indicates the i*"*followers location at j**dimension, time represents the time per iteration, u, shows

the initial speed:
__ Ufinal
a = u—o (13)

In EqQ. (13), uy and u, are the initial and the final speed. Egs. (9) and (11) used to update the leader and
follower position. Followers mimic the leader’s action still the maximal iteration is attained, while the leader
itself can be upgraded according to the food source availability. In the iteration process, the exploration stage
of the algorithm makes room for the exploitation stage, which is marked by the downward trend in the w;
parameter. It can be necessary to have a balance among global as well as local search processes to avoid
local optima and rather search for the best global optima.

The local search (locally weighted (LW) algorithm) is a heuristic approach to searching for the solution
to the optimization problems. It seamlessly changes the existing solution with the adjacent result within the
search range. The amount of possible neighbors for the solution is infinite, hence the key to an effective LW
algorithm is to find an efficient method for selecting the suitable neighbor. After each iteration, the LW
approach is used to develop the Salp or existing solution.

Firstly, at iteration ¢, a population pop* with size of Npopsalp and a solution y{ = (y{1,¥{, - Yaum) is
enhanced by the SSA and becomesxnew/, then, this salp was enhanced by the LW to become ynew/ based
on Eq. (14):

weight;= ( ! (14)

1+exp(xnew}-y},j))

ynew!=xnew} +Zx (weightjx (yﬁ1 ’j-yé’j)) (15)

Where i = 1,2, ... Npop, 3’51,1'3’52,1' are randomly chosen two particles from the population pop® (except

the existing particleyf). Also, Z represents random number produced by the magenta algorithm according to
Levy distribution:

2=0.01x > (16)
lqle

In Eq. (16), b and q are uniformly distributed as b ~ N(0, 8?) and q ~ N(0, 8?):
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a[F(1+=) sin (7
B= /—(_) (17)
M5 o2

In Eq. (17), « indicates the index of stabilityae[0, 2].

The fitness choice is a major aspect controlling the efficiency of LWSSA. The parameter choice
procedure contains encoded results to measure the performance of the candidate results. During this case,
the LWSSA assumes that the accuracy as main condition to plan the FF that is written as:

Fitness = max (P) (18)
_ TP
= Tperp (19)

Whereas, TPand FP demonstrate the true and false positive rates

EXPERIMENTAL VALIDATION

In this section, performance analysis of the ETM-LWSSADL algorithm is clearly studied.

In Table 1, the comparison study of the ETM-LWSSADL technique is studied in terms of delay (DEL)
and packet delivery ratio (PDR) [21].

Figure 3 represents a comparative DEL result of the ETM-LWSSADL technique under varying monitoring
intervals (MIs). The figure indicate that the TMM model reaches worse performance with increased DEL
values whereas the TAAPML model attain slightly decreased DEL values. However, the ETM-LWSSADL
technique reaches better performance with least DEL values of 35.31ms, 36.16ms, 36.49ms, 36.62ms, and
37.10ms, correspondingly.

Table 1. DEL and PDR analysis of ETM-LWSSADL model with other algorithms under varying Mls

Monitoring Interval (sec) ETM-LWSSADL TAAPML Model TMM Model
Delay (ms)
20 35.51 40.00 43.00
40 36.16 40.66 43.87
60 36.49 41.33 44.25
80 36.62 41.61 44.78
100 37.10 42.26 45.27
Packet Delivery Ratio
20 99.57 99.12 97.31
40 99.76 99.40 97.69
60 99.78 99.57 98.12
80 99.82 99.60 98.34
100 99.85 99.68 98.97
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In Figure 4, a brief PDR result of the ETM-LWSSADL technique is compared with respect to distinct Mls.
The experimental values demonstrate that the ETM-LWSSADL technique reaches enhanced performance
with maximum PDR values. With Ml of 20, the ETM-LWSSADL technique offers increased PDR of 99.57
while the TAAPML and TMM models attain decreased PDR of 99.12 and 97.31 correspondingly. Also, with
Ml of 100, the ETM-LWSSADL approach offers enhanced PDR of 99.85 while the TAAPML and TMM models
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In Table 2, the comparative analysis of the ETM-LWSSADL methodology is studied in terms of residual
energy (RESE) and overhead (OHD).

In Figure 5, a detailed RESE outcome of the ETM-LWSSADL algorithm is compared with respect to
various MIs. The simulation values implied that the ETM-LWSSADL algorithm reaches higher solution with
superior RESE values. With Ml of 20, the ETM-LWSSADL technique offers increased RESE of 12.01J while
the TAAPML and TMM methodology obtain lesser RESE of 11.66J and 11.41J correspondingly. Moreover,
with Ml of 100, the ETM-LWSSADL algorithm offers increased RESE of 10.92J while the TAAPML and TMM
algorithms attain minimal RESE of 10.44J and 10.28J correspondingly.

Figure 6 defines a comparative OHD result of the ETM-LWSSADL methodology under varying Mls. The
figure indicates that the TMM system reaches worse performance with increased OHD values whereas the
TAAPML algorithm gains somewhat decreased OHD values. But, the ETM-LWSSADL system achieves
optimum results with worse OHD values of 92Kb, 195Kb, 254Kb, 318Kb, and 86Kb, correspondingly.

Table 2. RESE and OHD analysis of ETM-LWSSADL model with other algorithms under varying Mis

Monitoring Interval (sec) ETM-LWSSADL TAAPML Model TMM Model
Residual Energy (Joules)
20 12.01 11.66 11.41
40 11.75 11.45 11.27
60 11.63 11.30 10.94
80 11.27 10.79 10.41
100 10.92 10.44 10.28
Overhead (Kb)
20 92 173 209
40 195 336 382
60 254 389 464
80 318 483 561
100 86 173 209
12.50
] —&— ETM-LWSSADL TMM Model
12.25 - —e— TAAPML Model
__ 12.00 -
u y
=S 11.75
S ]
> 11.50 1
o ]
o 11.25 -
c y
ki ]
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_g ]
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Figure 5. RESE analysis of ETM-LWSSADL model under varying Mls
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Figure 6. OHD analysis of ETM-LWSSADL model under varying Mls

In Table 3, the comparison investigation of the ETM-LWSSADL system is studied in terms of DEL and
PDR.

Figure 7signifies the comparative DEL result of the ETM-LWSSADL algorithm under varying attack
frequency (AF). The figure indicates that the TMM model obtains least performance with enhanced DEL
values whereas the TAAPML algorithm obtains slightly reduced DEL values. Nevertheless, the ETM-
LWSSADL approach obtains optimum results with least DEL values of 37.23ms, 37.41ms, 36.22ms,
36.85ms, and 37.73ms, correspondingly.

In Figure 8, a brief PDR result of the ETM-LWSSADL algorithm is compared with respect to distinct AFs.
The simulation outcome exposed that the ETM-LWSSADL technique reaches enhanced solution with
superior PDR values. With AF of 50Kb, the ETM-LWSSADL system offers superior PDR of 99.99 while the
TAAPML and TMM models attain decreased PDR of 99.91 and 99.09 correspondingly. In addition, with AF
of 150Kb, the ETM-LWSSADL technique offers increased PDR of 98.88 while the TAAPML and TMM
approaches gain minimal PDR of 98.15 and 96.96 correspondingly.

Table 3. DEL and PDR analysis of ETM-LWSSADL model with other algorithms under varying AFs

Attack Frequency (Kb) ETM-LWSSADL TAAPML Model TMM Model
Delay (ms)
50 37.23 38.90 44.18
75 37.41 38.73 44.30
100 36.22 38.22 44.52
125 36.85 38.73 45.15
150 37.73 39.18 45.38
Packet Delivery Ratio

50 99.99 99.91 99.09
75 99.97 99.39 98.2

100 99.77 99.02 97.35
125 99.40 98.22 97.28
150 98.88 98.15 96.96
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Figure 8. PDR analysis of ETM-LWSSADL model under varying AFs

In Table 4, the comparative examination of the ETM-LWSSADL method is studied with respect to RESE
and OHD.

In Figure 9, a comprehensive RESE result of the ETM-LWSSADL methodology is compared under
various AFs. The experimental values implied that the ETM-LWSSADL algorithm reaches improved solution
with maximum RESE values. With AF of 50Kb, the ETM-LWSSADL technique offers increased RESE of
11.78J while the TAAPML and TMM system attain decreased RESE of 10.98J and 10.66J correspondingly.
Moreover, with AF of 150Kb, the ETM-LWSSADL technique offers increased RESE of 12.03J while the
TAAPML and TMM algorithms attain minimal RESE of 11.20J and 111.10J correspondingly.

Figure 10 exemplifies a comparative OHD outcome of the ETM-LWSSADL system under distinct AFs.
The figure implied that the TMM algorithm gains least solution with higher OHD values whereas the TAAPML
approach obtains some what lesser OHD values. However, the ETM-LWSSADL methodology reaches
optimum results with least OHD values of 47Kb, 78Kb, 101Kb, 135Kb, and 182Kb, correspondingly.
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Table 4. RESE and OHD analysis of ETM-LWSSADL model with other algorithms under varying AFs

Attack Frequency (Kb) ETM-LWSSADL TAAPML Model TMM Model
Residual Energy (Joules)
50 11.78 10.98 10.66
75 11.79 11.11 10.87
100 11.87 11.17 10.97
125 11.92 11.17 11.07
150 12.03 11.20 11.10
Overhead (Kb)
50 a7 86 144
75 78 136 244
100 101 178 332
125 135 232 376
150 182 278 452
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Figure 9. RESE analysis of ETM-LWSSADL model under varying AFs
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Figure 10. OHD analysis of ETM-LWSSADL model under varying AFs
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Thus, the ETM-LWSSADL technique can be used to attain maximum trust in the SIoT networks.

CONCLUSION

In this study, we have developed an ETM-LWSSADL technique for SIoT Networks. The ETM-LWSSADL
technique computes direct and indirect trust values and is assessed depending upon different weighing
factors for maximizing the application performance and creating a secure data transmission process. During
authentication process, when the SloT device with TTV is not greater than THV or authentication token is
invalid, the gateways then disregard the node. Besides, the BIGRU model is applied to generate a THV on
collected traffic data. Moreover, the ETM-LWSSADL technique exploits the LWSSA technique for optimum
hyper parameter selection of the BiGRU approach. To highlight the enhanced performance of the ETM-
LWSSADL algorithm, an extensive range of simulations can be involved. The experimental values highlighted
that the ETM-LWSSADL technique gains maximum performance over other models. The results of the
experiments showed that the ETM-LWSSADL algorithm achieves a better solution with the highest possible
RESE values. With an AF of 50Kb, the ETM-LWSSADL method achieves a higher RESE of 11.78J,
compared to the 10.98J and 10.66J achieved by the TAAPML and TMM systems, respectively. In addition,
the ETM-LWSSADL method achieves a minimal RESE of 111.10J and an enhanced RESE of 12.03J with
an AF of 150Kb, while the TAAPML and TMM algorithms achieve minimal RESEs of 11.20J and 11.20J,
respectively.
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