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Conventional methods to detect pathogenic microorganisms can be wasteful, expensive, and not 
very sensitive. Due to these limitations, approaches based on nanotechnology and the development 
of new diagnostic tests are emerging as alternative methods. Resulting from the unique electrical, 
magnetic, luminescent, and catalytic properties of nanomaterials, rapid and cost-effective diagnostic 
tests have been developed to recognize the presence of microbial pathogens or some of their 
components in different samples. The purpose of this review is to provide an overview and an update 
regarding the use of several nanomaterials as biosensors, among which are gold nanoparticles, 
carbon nanotubes, magnetic nanoparticles, and quantum dots. The application of these biosensors 
has opened a new interdisciplinary frontier between biological detection and materials science.
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1. Introduction

Pathogens are responsible for the death of a large number 
of people in both rural and urban settings. Unfortunately, 
the inaccurate diagnosis of their presence leads to improper 
handling of its consequences. Additionally, pathogen 
detection is based on methods that require extended analysis 
time and are limited by laboratory-based setups, such as 
microscopy and culture-based techniques, making them 
even more unsuitable for field application. Therefore, it is 
necessary to develop highly efficient pathogen detection 
systems, that are easy to use, low cost, and easy to 
implement.1

Conventional methods for the identification and 
detection of pathogens (Table 1) are primarily based on 
(i) culture and colony counting methodologies (involving 
the counting of bacteria); (ii) immunology-based methods 
(including antigen-antibody interactions); and (iii) the 
polymerase chain reaction (PCR) procedure (involving 
deoxyribonucleic acid (DNA) analysis). However, there 
are some limitations given that culture-dependent methods 
are costly. Additionally, pathogens in the sample being 
analyzed are present in very low concentrations, making 
their detection very difficult. Besides, a requirement of most 

of these detection methods is knowledge of the structural 
and biochemical properties of the bacterial species, limiting 
the application of these techniques when the pathogen is 
unknown.9-11

The development of immunoassays as a sensitive method 
for detecting microorganisms shows some disadvantages 
due to the use of antibodies that are easily denatured. On 
the other hand, molecular approaches for the detection 
of markers associated with the virulence of the pathogen 
provide satisfactory results but require instrumentation and 
trained personnel, and such analyses cannot be executed at 
the field level.4,12 Therefore, new analysis techniques have 
been developed involving biosensors as detection tools that, 
due to the incorporation of nanomaterials, have increased 
sensitivity, sample performance, specificity, and limits of 
detection of the assay, reducing both its complexity and cost.4

The benefits of using nanomaterials for biosensor 
applications are remarkable. Due to their size, quantum 
confinement effects, reactivity, magnetic properties, 
electrical properties, and optical properties, nanomaterials, 
when incorporated into biosensors, can substantially 
increase the sensitivity of detections.13 The use of 
nanomaterials in transducers leads to the generation of 
large surface areas, making possible their functionalization 
with various biomolecules such as nucleic acids, toxins, or 
proteins. As a consequence, the number of available sites 
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for the reaction with the target molecule increases.10 Also, 
the excellent optical, catalytic, magnetic, and electronic 
properties of nanomaterials facilitate their use in the 
manufacturing of nanobiosensors with high sensitivity 
and faster response times as compared to conventional 
methods.12 

The two main challenges for detecting a single bacterial 
cell are rapid real-time detection and ultrasensitivity in 
the analysis. Due to the significant developments in the 
last few decades, nanobiosensors are now considered 
as practical alternatives to the conventional methods for 
pathogen detection.14 Furthermore, advances in pathogen 
detection could reduce unnecessary drug use and prevent 
the spread of diseases.11 That being said, this review aims 
to present the characteristics of the nanomaterials used for 
the development of nanobiosensors and the usefulness of 
these instruments to detect pathogenic microorganisms.

2. Nanomaterials

Nanomaterials are defined as those materials with 
sizes less than 100 nm in one of their dimensions.15 
Characterized by a large surface area per unit mass and 
several orders of magnitude larger than macroscopic 
materials, nanomaterials play a fundamental role in both 
present and future technologies.16 Several nanomaterials 
properties are due to the atomic and molecular constitution 
of their surfaces, chemical composition, wettability, and 
electrical charge.17 Some examples of nanomaterials used 
in the manufacture of nanosensors are presented in Table 2.

In nanomaterials ,  the physicochemical  and 
photophysical properties such as molecular weight, purity, 
stability, solubility, and catalytic activity rely on their 
size/shape relationship. Interestingly, many nanomaterial 
properties can be modified by manipulating the parameters 

Table 1. Current methods for pathogen detection

Technique Basis
Limit of detection / 

(CFU mL-1)
Advantages Disadvantages Reference

Polymerase chain 
reaction (PCR)

enzymatic amplification in vitro of a 
DNA fragment, carried out using two 
flanking oligonucleotides at the two 

ends of the target called primers DNA

103-104

standardized 
technology, easy 

operation

the effectiveness depends 
on the DNA extraction 

process, presence of 
inhibitors, polymerase 

activity, the concentration 
of the buffer and of DNTP

2,3

Fluorescent in situ 
hybridization (FISH)

hybridization of a DNA probe to its 
complementary sequence in previously 

fixed preparations; 
the probes are directly labeled with 

fluorescent nucleotides or indirectly by 
molecules that are subsequently detected 

by fluorescent antibodies; 
finally, the probes and target sequences 

are detected and visualized in situ 
through microscopic analysis

103 high sensitivity
autofluorescence, 

photochemical destruction 
of the fluorophore

3,4

Enzyme-linked 
immunoassay (ELISA)

detection with enzymes of antigen-
antibody binding; 

the enzyme converts a non-colored 
substrate into a colored product as an 

indicator of the binding event

105-106

low cost, the color 
change is used for 

detection

low sensitivity to detect 
bacteria

3,5

Immunofluorescence (IF)

detection of the presence of antibodies 
bound to antigens in tissues or body 

fluids, involving the emission of light 
from a substance that has been irradiated 

with a specific wavelength

103 high sensitivity
photochemical destruction 

of the fluorophore
3,6

Flow cytometry (CMF)

a technique that allows the analysis 
of individual cells marked with 

fluorochromes, in which the detection 
mechanism involves light refraction

104

simultaneous 
measurements of 

several parameters, 
fast detection

high price 3,7

Loop-mediated 
isothermal amplification 
(LAMP)

the reaction mixture is incubated at a 
specific temperature using a single tube 
containing a buffer, target DNA, DNA 

polymerase, and primers; 
the detection of the amplified product 
occurs by the presence of a precipitate

107-108

simple, easy to 
use, and rapid, 

performed 
at a constant 
temperature

complicated primer design; 
restricted availability of 

reagents and equipment in 
some countries; 

limitations for multiplexing

8

CFU: colony-forming unit; DNA: deoxyribonucleic acid; DNTP: deoxyribonucleotides triphosphate. 
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Table 2. Characteristics of some nanomaterials used in the manufacture of nanobiosensors

Name Definition Characteristics Chemical precursors Reference

Gold nanoparticles 
(AuNPs) 
 

metallic nanoparticles 
with an affinity for 

sulfhydryl groups with 
which covalent bonds 

may be established

various shapes: spheres, cubes, 
hexagons, or bars; 

ability to scatter light; 
fluorescents: color change from 

blue to red; 
chemically stable; 
good aggregation; 

excellent conductivity; 
zero intrinsic toxicity; 
easily functionalized 

tetrachloroaurate solution (0.1 mg mL-1) and 
trisodium citrate (1%); 

hydrogen tetrachloroaurate(III) trihydrate 
aqueous solution (1 mM), sodium citrate 

(38.8 mmol L-1); 
chloroauric acid (0.10 mol L-1) aqueous 

solution; 
chloroauric acid (250 µmol L-1),  

CTAB (100 mmol L-1) and ascorbic acid 
(100 mol L-1); 

dextran solution (1%) and chloroauric acid 
(0.01 mol L-1); 

polydimethylsiloxane (PDMS), and 
hydrogen tetrachloroaurate(III) 1%; 

gold(III) chloride trihydrate solution (1%), 
and trisodium citrate solution (1%)

18-24

Silver nanoparticles 
(AgNPs) 
 

metallic nanoparticles 
with sizes between 5 

and 10 nm

different forms: spheres, bars or 
triangles; 

compared with the great majority 
of organic and inorganic 

chromophores, AgNPs have more 
efficient interaction with visible 

light

silver nitrate (0.12 mmol L-1) and 
hydroxylamine hydrochloride  

(0.17 mmol L-1); 
silver nitrate (0.018 mol L-1), trisodium 

citrate (0.017 mol L-1) and sodium 
borohydride (0.01 M); 

dry leaf extract, and silver nitrate  
(100 mmol L-1); 

silver nitrate (5 × 10-3 mol L-1), sodium 
borohydride (2 × 10-3 mol L-1), and poly 

(vinyl alcohol) 1%; 
aqueous extract of Padina sp., and aqueous 

silver nitrate (0.01 mol L-1)

20

Silica nanoparticles 
(SiNPs)  
 

 

 
NPs constituted by 
a silica matrix and 
characterized by 

pores with a diameter 
between 2 and 50 nm

elevated surface area; 
modifiable pore volume; 

mechanical strength; 
chemical and thermal stability; 

biocompatibility; 
non-toxic; 

biodegradable; 
inert

TEOS and ammonium hydroxide; 
TEOS and ammonia solution (25 wt.%); 

3-amino propyltrimethoxysilane, tetraethyl 
orthosilicate (1 mol L-1), and ammonium 

hydroxide; 
cyclohexane, hexyl alcohol, Triton X-100, 

water, and TEOS; 
L-arginine water solution (6 mmol L-1), 
TEOS, SiO2, ethanol, and ammonium 

hydroxide

25,26

Magnetic nanoparticles 
(MNPs) 
 

iron oxide particles 
composed of a 
magnetite core

biocompatibility. 
easily biodegradable; 

functionalizable with amino and 
carboxyl groups; 

used to separate or enrich a target 
analyte

ferric chloride (FeCl3, 4 mmol), urea 
(12 mmol), sodium citrate (8 mmol) and 

polyacrylamide (0.6 g); 
ferric chloride (FeCl3), iron(II) chloride 
(FeCl2) and aqueous hydrochloric acid  

(HCl, 2 mol L-1); 
ferric chloride (FeCl3, 1 mol L-1), iron 

sulfate (II) (FeSO4, 1 mol L-1) and aqueous 
hydrochloric acid (HCl, 2 mol L-1); 

iron(III) acetylacetonate and benzyl alcohol

10,12,27,28

Quantum dots (QDs) 
particles formed by a 
semiconductor core 

material (mixtures of 
cadmium-selenium 

or cadmium-
tellurium) covered 
by an additional 

semiconductor layer, 
usually zinc sulfide

colloidal and fluorescent 
semiconductors with unique 

optical properties; 
diameters of 2-8 nm; 

by coating with an organic 
material layer, surface 

functionalization for the binding 
of biomolecules is achieved; 

bright with high photostability

cadmium oxide (0.2 mol L-1), selenium  
(2 mmol L-1), sulfur solution  

(0.04 mol L-1), trioctylphosphine oxide  
(0.5 g), tributylphosphine (0.472 g), 

1-octadecene (2 g), oleic acid (1.5 g), 
octadecylamine (1.5 g) and stearic acid  

(0.8 mmol L-1); 
cadmium selenide (CdSe) nanocrystals, and 

zinc sulfide (ZnS); 
mercaptoacetic acid liquid, aqueous CdCl2 

(0.01 mol L-1), aqueous Na2S (5 mmol L-1), 
and chlorophyll

10,12,28,29



Nanobiosensors for Pathogenic Agents Detection J. Braz. Chem. Soc.1690

Table 2. Characteristics of some nanomaterials used in the manufacture of nanobiosensors (cont.)

Name Definition Characteristics Chemical precursors Reference

Carbon nanotubes 
 

monoatomic layers of 
carbon atoms perfectly 
aligned and arranged 
in beehive structures 

wound in a cylindrical 
tube or several coupled 

tubes

sizes between 1 nm to a few 
microns or more; 

photoluminescent; 
semiconductors: excellent 

electrical properties; 
work as signal amplifiers and 

transducers

iron nitrate in isopropanol, 500 nm layer of 
silicon dioxide; 

graphite flakes, sulfuric acid, sodium nitrite, 
sodium permanganate, and deionized water; 

SWCNTs in DMF

10,12,30

Metal-organic 
frameworks (MOFs) 
 
 

two- or three-
dimensional 

coordination networks 
formed by metal 

complexes linked to 
multifunctional organic 

ligands

high surface area; 
thermal/mechanical stability; 

good optical properties; 
resistance to photobleaching

Zn(NO3)2.6H2O (16 mmol), 2-amino 
terephthalic acid (8 mmol), DMF (160 mL) 

and trimethylamine (64 mmol); 
Cu(NO3)2·3H2O (0.015 mmol), 

trifluoroacetic acid (1.0 mol L-1), and 
polyvinylpyrrolidone; 

ZrCl4, DMF, and CuCl2.2H2O

13,31

CTAB: cetyltrimethylammonium bromide; TEOS: tetraethylorthosilicate; DMF: dimethylformamide; SWCNT: single-walled carbon nanotube. 

of the synthesis, such as the precursors’ temperature and 
concentration, and through the nanomaterial surface’s 
functionalization.32 In the biological environment, 
properties such as biodistribution, transport, retention at 
the tissue level, and degradation of the nanomaterial are 
also determined by its shape and chemical composition, 
being the charge relevant in the union to receptors and the 
penetration of physiological barriers.17

When nanomaterials are exposed to living systems, 
they are quickly surrounded by proteins, lipids, and other 
biomolecules, increasing their biocompatibility. This is 
a determining factor in bioapplications, since it avoids 
nanoparticle detection as a foreign element and evades 
rejection by natural defense systems. This phenomenon is 
known as the formation of the bio-crown, which gives a 
new biological identity as their surface changes.33 

3. Nanobiosensors for Pathogenic Agents 
Detection

Biosensors were reported for the first time in the 1960s; 
since then, they have been used mainly in environmental 
monitoring and biological detection.34 As analytical 
instruments, biosensors combine biological recognition, 
transforming this phenomenon into digital signals that are 
interpreted through software.35 Depending on the operating 
principle of the biosensor, the substance of interest present 
in living or non-living systems, the analyte, can be sensed 
by taking advantage of some of its properties (electrical, 
chemical, electrochemical, optical, magnetic, or vibratory, 
Table 2).3 

Generally, these devices are made up of a biorecognition 
unit or bioreceptor and a transducer (Figure 1). The 
analyte-bioreceptor interaction will produce an effect 

measurable by the transducer, generating, for example, an 
electronic signal.34 This is achieved by the immobilization 
of the biorecognition elements through encapsulation, 
covalent interaction, adsorption, or a combination of 
these.3,36 These biorecognition units, or bioreceptors, 
present in cells (such as glycoproteins, glycopeptides, 
lipoproteins, carbohydrates, lipids, and receptor proteins) 
fulfill multiple functions, participating in infection 
processes, adhesion to cell surfaces and non-cellular 
substrates, evasion of the immune system, nutrient intake 
and transport thereof. Since they are exposed to the 
extracellular environment, bioreceptors have one feature 
in common; they serve as biorecognition elements during 
the bisosensors’ assembly.12 

By using nanomaterials in their construction, the 
limit of detection of biosensors is greatly improved. This 
is attributed to their large surface area, high electronic 
conductivity, and plasmonic properties, such as the 
ability to store light in confined spaces.3,36 Additionally, 
nanomaterials as biosensors allow the use of new 
optical or mechanical signals, mainly as transduction  
methods.36

As defined above and applied to biosensors, a material 
with a size below 100 nm is considered a nanobiosensor.28 
In these, the fundamentals of spectroscopy, optics, and 
mechanics, among others, are used as the operating 
principle (Table 3). These dimensions imply that 
nanobiosensors, due to the small area available for 
detection, demand less analyte to register a measurable 
response. Smaller spaces generally allow higher density 
arrays, which maximize the number of analytes detected 
in a single test. Additionally, the complexity of the 
pathogen detection tests and their costs can be reduced 
by using nanobiosensors through eliminating some of the 
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sample processing stages normally present in conventional 
methods, such as DNA amplification or fluorochrome 
staining.11 

Generally, nanobiosensors are based on the interaction 
between nucleic acids, enzymes-substrate, cells-bacteria, or 
antigen-antibody interactions, using biomimetic materials 
that replicate biological processes and materials such as 
synthetic bioreceptors (Figure 2).12,34,44 Several pathogens 
have been detected using these interactions, especially 
in vitro, and on different food samples such as milk and 
drinking water (Table 4). Escherichia coli stands out as the 
most studied target bacteria using nanobiosensors devices.

3.1. Biosensors with gold nanoparticles (AuNPs) 

AuNPs as biosensors are very attractive, mainly due to 
their high electrical conductivity that allows them to transfer 

electrons easily.3 Other benefits include their efficient 
optical properties and facile surface functionalization. 
This has led to their widespread use in biological detection 
processes such as DNA hybridization and DNA-protein 
interactions.90 These features, and the fact that the surface 
of AuNPs displays an excellent affinity for sulfhydryl 
groups (-SH), allow the nanoparticles’ functionalization by 
conjugating them with molecules or polymers containing 
these functional groups through covalent bonds. This 
facilitates their application in several tests using antibodies 
and nucleic acids.12 Moreover, the fluorescence in AuNPs 
has been used in quenching processes, where one side of 
the nanoparticle has oligonucleotide molecules marked 
with a sulfhydryl group, while the other end is attached to 
a fluorophore. For example, optical biosensors for specific 
DNA sequences show an increase in the deactivated 
fluorophore’s fluorescence after the biosensor-analyte 

Figure 1. Scheme of a conventional biosensor. The device is made up of a bioreceptor, a transducer, and an electronic system that allows the detection of 
the analyte of interest (yellow sphere) when it comes into contact with a sample that contains it.

Table 3. Main types of nanobiosensors and operating principles

Type Operating principle Reference
Based on spectroscopy 

using SRP (surface plasmon resonance) as a direct means to measure the 
binding of a target molecule to a surface ligand, light is reflected from the 

detection surface when binding events occur;
this method measures reflected light changes as an interaction between the 

target molecule and receptors occurs on the detection surface;
the SRP-based sensors detect the binding of an analyte to the bioreceptor by 

monitoring the change in the wavelength necessary to excite the SRP

22,37-42

Optical 

usually based on semiconductor particles that fluoresce when excited at 
different wavelengths by a light source;

when the analyte of interest (yellow sphere) interacts with the sensor, 
fluorescence is emitted due to the semiconductor particles’ excitation;

an optical detection unit captures the fluorescence that evidences the union

14,18,19, 
25-27,41,43-55
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Type Operating principle Reference
Mechanics 

 
 based on atomic force microscopy: high sensitivity requires small sample 

volumes for which no marking is necessary;
this technique uses a nanometer-sized tip-shaped structure to scan the 

surface to which the pathogen binds; 
then, a detailed map of the surface is generated, revealing the presence 

of the agent;
this technique has the advantage of allowing the simultaneous scanning 

of several pathogens

microcantilevers: biosensors in the form of scaffolds with a section for 
selective recognition of either antibody-antigens or DNA fragments with 

their complementary probes; 
the analytes bind to the device in a dynamic manner in which the binding 

of the target molecule generates a change in the resonance frequency or in a 
static way where the deflection of the scaffold occurs by the binding of the 

target molecule

 44,52,53,56

Adapted from Driskell and Tripp.11 DNA: deoxyribonucleic acid.

Table 3. Main types of nanobiosensors and operating principles (cont.)

Table 4. Some pathogenic agents detected by nanobiosensors

Bacterial species Reference

Escherichia coli 14,19,26,43,44,57-70

Staphylococcus aureus 71-73

Staphylococcus saprophyticus 18

Mycobacterium tuberculosis 74

Salmonella typhimurium 75-80

Brucella abortus 56

Salmonella sp. 41,59,77,80

Salmonella enterica 23,38,45,81

Pseudomonas aeruginosa 38,39,82-84

Bacillus subtilis 49,61,85

Bacillus cereus 59,86

Candida albicans 87

Enterococcus faecalis 62

Vibrio cholerae 27,88

Cryptosporidium parvum 89

Giardia lamblia 89

Figure 2. Biological and non-biological interactions using for the design 
of biosensors: (a) cell interactions, (b) interaction between nucleic 
acids, (c) enzymatic interactions, (d) antigen-antibody association, and 
(e) interactions using biomimetic materials.

interaction due to a conformational change in the system 
(Table 5).36 In 2008, Nath et al.19 used AuNPs functionalized 
with dextran to detect E. coli in three hours, in the absence 
of carbohydrate intake by E. coli or sterile conditions. 
The presence of free carbohydrates can be detected by the 
addition of concanavalin A, which produces a change in the 
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plasmon band due to nanostructure formation (Figure 3). 
However, DNA-based biosensors have the disadvantage 
of requiring isolation of the microorganism, cell lysis, 

and bacterial DNA extraction, limiting its application 
as a diagnostic technique at the field level in developing 
countries.12 

Table 5. Gold nanobiosensors used for pathogenic agent detection

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle
Limit of 
detection

Detection 
time / h

Reference

Antibody 
immunoglobuline G 
(IgG) anti-SEB

enterotoxin B from 
Staphylococcus aureus

on this lamella specific antibodies (anti-SEB 
IgG) are functionalized, binding to the protein’s 

carboxyl group;  
after contact with the analyte, the affinity 
interaction takes place, but a process of 

amplification of the signal is required; for that, 
two additional antibodies are used to detect very 

low toxin concentrations

10-5 mol 0.2 91

Immunoglobuline G 
(IgG)

Staphylococcus aureus, 
S. saprophyticus

when magnetic nanoparticles functionalized 
with IgG are used, dispersed bacterial cells are 

selectively concentrated in a solution facilitating 
their detection

ND 1 18

Poly(p-phenylene 
ethynylene) (PPE)

Amycolatopsis azurea, 
Amycolatopsis orientalis 

subsp.

the interaction of bacteria with the nanoparticle-
PPE conjugate produces the release of anionic 

PPE, which restores fluorescence
ND 0.5 45

DNA Salmonella enterica
there is an exponential relationship between 

the target DNA concentration and the released 
barcode DNA’s fluorescence signal

1 ng mL-1 ND 20

Thiolated RNA probe Escherichia coli

carbon nanotubes coated with AuNPs 
functionalized with a thiolated RNA probe-
specific (aptamers) can bind efficiently to 

Escherichia coli, which is evidenced by a change 
in absorbance

ND 0.3 60

Paracetamol dimer 
(PD)

Pediococcus acidilactici 
Bacillus cereus

fluorescent nanocomposite, consisting of 
paracetamol dimer (PD) and AuNPs, successfully 

detects six bacterial strains; the Gram-positive 
and Gram-negative bacteria quench the 

fluorescence

100 CFU mL-1 12 21

DNA
Escherichia coli 

O157:H7

a fluorescence “on/off” switch to detect E. coli 
O157:H7 was created, the stem-loop DNA probe 

reached the maximum fluorescence intensity 
value when there was 10 nm between Cy3 and 

the surface of the Au@Ag nanorods

3.33 × 10-18 
mol L-1 7 86

CTAB
Staphylococcus aureus, 

Escherichia coli, 
Salmonella enterica

the positively charged AuNPs bind to the 
negatively charged enzyme β-galactosidase 

causing its deactivation; 
the color change of the solution evidences the 
binding due to the enzymatic decomposition 

of the fluorogenic chlorophenol red 
β‑D‑galactopyranoside

10 CFU mL-1 1 23

Thiolated protein G 
(PrG-thiol)

Escherichia coli 
O157:H7

PrG is commonly used to immobilize antibodies 
on solid supports; 

when binding to immunoglobulin G (IgG), PrG 
leaves fragments of the antigen (Fab) aligned and 
with little steric hindrance, facilitating detection

48 CFU mL-1 8 92

Solid-phase isothermal 
recombinase polymerase 
amplification (RPA)

Citrus tristeza virus 
(CTV)

the CTV target amplified in situ was investigated 
by EIS in a redox system using an optimized 

RPA that includes an AuNP-modified electrode 
with a thiolated primer

1000 fg mL-1 2 93

4-Mercaptobenzoic 
acid

Vibrio parahaemolyticus

detection measured by the decrease in the Raman 
signal at 1592 cm-1, due to the electrostatic 
interaction between a negatively charged 

signaling probe (4-mercaptobenzoic acid bound 
to AuNP modified with aptamers) and cysteamine

12 CFU mL-1 0.8 82
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Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle
Limit of 
detection

Detection 
time / h

Reference

Azide and alkyne 
functional molecules

Escherichia coli

possible by using the click reaction between 
modified AuNPs and azide and alkyne functional 

molecules, catalyzed by Cu+, producing in the 
solution a change from red to blue due to the 

aggregation of nanoparticles

40 CFU mL-1 1 52

Fullerene nanoparticles/
nitrogen-doped graphene 
(nano-C60/NGS)

Mycobacterium 
tuberculosis

Au-nano-C60/NGS acting as a new signal tag 
produce a response in the absence of redox 

molecules; 
subsequently, to achieve signal amplification, it is 
labeled with signal probes creating a tracer label

3 fmol L-1 ND 94

Polyaniline (PANI)
Pseudomonas 

aeruginosa

the PANI/AuNP prepared show to be a highly 
sensitive pyocyanin sensor in a pathogen culture, 

which uses electron microscopy and cyclic 
voltammetry to study morphology and electrical 

conductivity of the constructed electrode

500 nmol L-1 24 95

Oligonucleotide primers
Listeria monocytogenes, 

S. typhimurium, 
Escherichia coli

flower-shaped AuNPs were used as a colorimetric 
sensor; the detection of PCR products was visible 

to the naked eye by directly mixing them with 
FAuNPs and NaCl

10, 10 and 50 
pg mL-1 0.2 96

AuNPs
Escherichia coli 
(MTCC723 and 

MTCC443)

the growth of bacteria inhibition by ZnO-NPs is 
possible using fluorescence microscopy; 

due to changes in cell membrane permeability 
and intracellular metabolic system

ND ND 97

Perfluorodecanethiol 
(PFDT)

A/H1N1

release of Cy3-tagged aptamer DNA from 
nanopopcorn substrate surfaces through 

interaction between aptamer DNA-A/H1N1 virus 
was measured using the decrease in intensity of 

the resulting Raman peak

97 PFU mL-1 0.3 98

IgG: immunoglobuline G; SEB: enterotoxin B from S. aureus; ND: not determined; DNA: deoxyribonucleic acid; RNA: ribonucleic acid; AuNPs: Au 
nanoparticles; CFU: colony-forming unit; CTAB: cetyltrimethylammonium bromide; EIS: electrochemical impedance spectroscopy; FAuNPs: flower-
shaped AuNPs; PFU: plaque forming units.

Table 5. Gold nanobiosensors used for pathogenic agent detection (cont.)

Figure 3. AuNPs nanobiosensor functionalized with dextran. (a) When 
bacteria are present, the concentration of free carbohydrates decreases 
and the formation of nanoaggregates also decreases, generating lower 
changes in the plasmonic band. (b) Under sterile conditions, the addition of 
concanavalin A allows the formation of nanoaggregates given the presence 
of free carbohydrates, generating large shifts in the surface plasmon band 
(adapted from Nath et al.19).

3.2. Biosensors with silver nanoparticles (AgNPs)

Silver has been widely used within the metallic elements 
to manufacture NPs and has received considerable attention 
due to its particular physicochemical properties. Among 
these are the ability to interact with visible light, the 
presence of a characteristic band of superficial plasmons, 
and the absence of toxicity to humans and animals.47 

Silver nanoparticles’ unique properties make them 
highly attractive commercially and scientifically, especially 
in technologies such as disinfectants, antimicrobials, 
cryogenic superconductors, composite fibers, cosmetics, 
electronics, and particularly as biosensors. Among the 
many methods for synthesizing silver nanoparticles, 
techniques such as electrochemistry, radiolysis, and 
chemical reduction stand out. The latter is one of the 
most widely used synthetic procedures, using a wide 
variety of inorganic and organic reducing agents. More 
recently, the synthesis of nanoparticles with an ecological 
vision has become a fascinating research area. This green 
chemistry perspective has included the use of mixed-
valence polyoxometalates, polysaccharides, irradiation, 
and the inclusion of methods from biology, which have 
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shown advantages over conventional methods that involve 
chemical agents associated with toxicity (Table 6).24

From the spectroscopic point of view, AgNPs have a 
single absorption band in the UV-Vis range, in contrast 
to the bulk material. The absorption occurs when the 
excitation frequency alters the electrons, generating a 
phenomenon called localized surface plasmon resonance 
(LSPR). Studies have shown that the absorption 
wavelength in AgNPs is extremely sensitive to its local 
refractive index, particle size, and shape.11 Since the 
resonance band of the surface plasmons is susceptible 
to several surface-level processes such as the absorption 
of molecules or nanoparticles’ aggregation, AgNPs have 
shown fascinating results in numerous applications as 
biosensors.36 This, and the ability to functionalize its 
surface using various biopolymers, have allowed AgNPs 
to have a high impact on the detection of proteins, 
antibodies, peptides, and oligonucleotides.12,25 

Zhou et al.22 developed a SERS (surface enhance 
Raman scattering) based detection technique that uses 
metal nanoparticles, given the electromagnetic field 
present on their surface. Raman signals are a spectroscopic 
fingerprint to monitor microorganisms in vivo, making it 
possible to detect Escherichia coli and Staphylococcus 
epidermidis in drinking water. For this, a layer of AgNPs 
coated with the bacterial cells was synthesized, and then 
the bacteria were analyzed by SERS. It was found that 
the intensity of the Raman signals increases after the 

nanoparticle synthesis, which mainly depends on the 
zeta potential of the bacterial cell wall. Interestingly, the 
total time required for the test was only ten minutes, and 
the sample volume required for the analysis just 1 mL, 
detecting up to 2.5 × 102 cells per mL. With a very similar 
approach, Chen et al.74 used positively charged silver 
nanoparticles (AgNPs+) and Raman scattering as a method 
for the identification, in one hour, of methicillin-resistant 
Staphylococcus aureus (Figure 4).

3.3. Biosensors with silica nanoparticles

Fluorescent silica nanoparticles (SiNP) have attracted 
particular attention because of their potential in applications 
such as generating diagnostic images at the clinical 
level and the detection of pathogens or ligand-receptor 
interactions (Table 7).101 Also, SiNP can be manufactured 
in various stable fluorescence colors and are biocompatible. 

Like other nanoparticles, SiNP can be functionalized 
with several chemical groups such as amines, carboxyls, 
sulfhydryls, and organic compounds such as methacrylate.26 
Zhao et al.14 developed a bioassay based on in situ 
detection of Escherichia coli O157:H7 using bioconjugated 
SiNP in a fluorescence-based immunoassay, using 
antibodies that accurately detect the bacteria. Of note, 
Escherichia coli O157:H7 is one of the agents responsible 
for transmitting food-borne diseases. The technique showed 
high effectiveness, identifying from 1 to 400 cells of the 

Table 6. Silver nanobiosensors used for pathogenic agent detection

Functionalized 
substance

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / h

Reference

Polyvinylpyrrolidone
Staphylococcus aureus 

Pseudomonas aeruginosa

this biosensor showed that the synthesis 
method (microwave or thermal radiation) 
and the composition of the plant extract 

have a strong influence on the nanoparticles’ 
activity;  

the antioxidant potential of the plant extract 
is critical for the antimicrobial activity of NPs 
and the reduction method applied to the metal

10 µg mL-1 24 83

Urease Salmonella

in the presence of harmful pathogens, the 
interaction between the receptor-coated AgNP 

and the bacterial surface is favored, causing 
urease to catalytically raise the pH of the 

solution, which allows detection by means of 
a pH-sensitive chromogenic dye

10 cells mL-1 ND 99

Piper betle (Pb)
Pseudomonas aeruginosa 

Chromobacterium 
violaceum

molecular docking of eugenol-conjugated 
AgNPs on quorum sensing regulatory 
proteins is followed by FTIR analysis, 
demonstrating that the phytochemical 

components of Pb had blocked Pb-AgNPs; 
this indicates that AgNP-eugenol system 
exhibits considerable binding interactions 

with QS-associated proteins

12.5, 25 µg mL-1 20 100

NPs: nanoparticles; AgNP: silver nanoparticles; ND: not determined; FTIR: Fourier transform infrared spectroscopy; QS: quorum sensing.
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Figure 4. In this AgNP biosensor, nanoparticles interact with the bacterial surface due to electrostatic forces when they are in contact with a silica-chip, 
generating changes in the SERS spectrum obtained using a Raman micro-spectrometer (adapted from Chen et al.74).

Table 7. Silica nanobiosensors used for pathogenic agent detection 

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / min

Reference

Antibody Escherichia coli

the bioconjugated nanoparticle can be followed 
by an extremely high fluorescent signal, giving it 

molecular biorecognition properties; 
then, allowing fast and accurate identification of 

a variety of bacteria

1-400 cells 20 14

Dioxetane-polymyxin B Escherichia coli

the reaction of β-galactosidase enzyme from 
E. coli with the dioxetane substrate generated 

light at 530 nm; 
the light emission for the porous silicon 

biosensor chip with E. coli was significantly 
more intense than that obtained for the control 

system, pristine and flat silicon chip

101 CFU 30 102

D-Mannose Escherichia coli

an external magnetic field is applied to separate 
the nanoparticles bound to the lectin from the 

bacterial surface stained with a fluorescent dye 
(Picogreen), a process recorded by fluorescence 

microscopy

104 cells mL-1 5 43

Carboxyl group and 
monoclonal antibody

Vibrio cholerae

SiNPs functionalized with carboxyl groups and 
conjugated with monoclonal antibodies specific 
for Vibrio cholerae are used as the amplification 
signal to detect this bacteria using fluorescence 

microscopy

1 cell 5 25

Antibody Salmonella typhimurium

the fluorescence intensity of S. typhimurium 
incubated with the anti-S. typhimurium antibody 

modified Ru(bpy)-doped fluorescent NP was 
measured by fluorescence microscopy; 

the fluorescence response is proportional to the 
quantity of S. typhimurium

110 CFU mL-1 60 103

Antibody
Salmonella and Escherichia 

coli O157

SiNPs doped with fluorescein isothiocyanate 
and Ru(bpy), conjugated to the respective 

antibodies and used in a conventional lateral 
flow immunoassay, were followed using a 

nitrocellulose strip analyzed by a smartphone-
based fluorimeter

105 CFU mL-1 10 104

Acridine orange Staphylococcus aureus
acridine Orange@SiO2 nanoparticles dispersed 

with glutaraldehyde and incubated with S. aureus 
were detected by fluorescence spectrophotometry

500 CFU mL-1 20 105

Positive (PAH) 
and negative (PSS) 
polyelectrolytes

Escherichia coli

by cyclic voltammetry and QCM-D 
measurements, the detection of Escherichia 

coli is possible by tracking oxidation-reduction 
reactions and frequency changes, respectively

ND 2-4 37
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Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / min

Reference

DNA Salmonella typhimurium

streptavidin conjugated to the surface 
of COOH-FSiNPs (tris(2,2’-bipyridyl)

dichlororuthenium(II) hexahydrate doped with 
carboxyl modified silica NPs) is incubated with 
an aptamer labeled with specific ssDNA biotin; 

this aptamer-bacteria system is treated with 
synthetic streptavidin-conjugated silica 

nanoprobes (SA-FSiNP) for the detection by 
fluorescence of S. typhimurium

ND 10 84

Polyelectrolyte 
multilayer (PEM)

Escherichia coli
functionalization applied to an electrochemical 
transducer for the detection of Escherichia coli

106-103 CFU mL-1 5-30 51

Polyclonal antibody Brucella abortus

the addition of conjugates to the bacterial 
suspension forms PMNP sandwich structures 
of Brucella abortus-blue-SiNPs (possible to 
separate by a magnet), releasing a blue tint 

measurable by absorbance at 670 nm

450 CFU mL-1 60 106

Hemin 
(chemiluminescent (CL) 
tag molecule)

Escherichia coli O157:H7 
Staphylococcus aureus

CL was encapsulated in silica NPs with ordered 
mesopores; DNA can specifically change upon 
exposure to DNA nuclease or bacterial lysate 

through the use of a specific DNA gate, resulting 
in a more significant release of encapsulated 

hemin and resulting in an improved CL signal for 
the luminol-H2O2 system

3.0, 
2.5 CFU mL-1 60 107

Organic dyes (dark blue, 
reaction green, reaction 
blue, bright red, and 
reactive purple)

Pseudomonas aeruginosa

monodisperse-colored SiNPs as agglutination 
test vehicles were prepared using reverse 

microemulsion; 
the SiNPs were sensitized with eleven 

types of monospecific antibodies against 
Pseudomonas aeruginosa (IgG-colored SiNPs); 

the agglutination test was able to identify 
different serotypes of P. aeruginosa

109 CFU mL-1 1-3 108

CFU: colony-forming unit; SiNPs: silica nanoparticles; Ru(bpy): tris(bipyridine)ruthenium(II) chloride; NPs: nanoparticles; QCM-D: quartz crystal 
microbalance; ND: not determined; DNA: deoxyribonucleic acid; ssDNA: single-stranded DNA; PMNP: paramagnetic nanoparticles; IgG: immunoglobuline G.

Table 7. Silica nanobiosensors used for pathogenic agent detection (cont.)

pathogenic agent Escherichia coli O157:H7 in beef samples 
with the help of a spectrofluorometer. 

Chitra and Annadurai26 used a similar immunoassay 
for detecting Escherichia coli using antibodies conjugated 
with SiNP functionalized with carboxyl groups and 
fluorescent dyes, the latter based on the reactive amino dyes 
dimethylformamide and 3-amino propyltriethoxysilane 

(Figure 5). The results showed nanoparticle emission 
at 536  nm and the presence of nanoparticle-bacteria 
aggregates, suggesting that several antibodies could bind 
to the cell surface. This method provides a fast, accurate, 
and straightforward way for the detection of pathogens 
using fluorescence-based immunoassays. 

Figure 5. Nanobiosensor using fluorescent SiNPs functionalized with a monoclonal antibody. In the presence of the bacteria, the antibody-antigen 
interaction occurs, and changes are observed in the excitation and emission spectrum of the functionalized SiNPs (adapted from Chitra and Annadurai26).
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3.4. Biosensors with magnetic nanoparticles

Magnetic nanoparticles (MNPs) are biocompatible 
structures with adjustable sizes, making them ideal for a 
wide range of biomedical or biotechnological applications, 
especially for magnetic resonance imaging, magnetic 
labeling of secreted bioactive molecules, nanosorbents 
in environmental decontamination technologies, and 
biosensors (Table 8).109 Among the most innovative 
methods for detecting pathogens are those based on 
magnetic nanoparticles coupled to biorecognition elements 
such as antibodies, proteins, viruses, bacteria, or nucleic 
acids. This type of nanoparticles has been used to detect 
immobilized targets by applying a magnetic field to the 
magnetic nanoparticles or using conductometry, due to its 
excellent conductive properties, as part of the biosensor.2,10 

As an example, a methodology that allows the identification 
and quantification of DNA and messenger ribonucleic 
acid (mRNA) employs iron oxide with various ligands such 
as peptides, antibodies, and nucleic acids on the nanoparticle 
surface.2 Also, nanoparticles that use magnetism can allow 
the isolation of the analyte of interest. This methodology is 
known as immunocapture of pathogenic bacteria, a variant 
of the conventional enzyme-linked immunoassay (ELISA) 
technique, with capture efficiencies of up to 97%.

Joo et al.77 reported a straightforward and sensitive 
analytical method for detecting bacteria such as Salmonella 
in milk. After forming an interaction between the bacteria 
and antibody-conjugated magnetic nanoparticle, the 
bacteria were separated from the sample by an external 
magnetic field. Subsequently, the MNP-Salmonella 
complexes were dispersed in a buffer solution and exposed 

Table 8. Magnetic nanobiosensors used for pathogenic agent detection

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / min

Reference

Nanoparticle-based 
proteomic 
strategies

Escherichia 
coli O157:H7 

 a method based on tryptic digestion of bacteria 
captured under magnetic NP microwave irradiation 

of Fe3O4, followed by matrix-assisted laser 
ionization/desorption mass spectrometry analysis

30 cells mL-1 1.5 90

Peptide
Escherichia 

coli O157:H7

biosensor based on the ability of E. coli O157:H7 
proteases to modify their optical response; 

the gradual increase in the sensor surface’s golden 
hue after proteolysis can be correlated with the 
concentration of E. coli O157:H7 in the sample

12 CFU mL-1 ND 110

Amine-functionalized 
magnetic nanoparticles 
(AFMNPs)

Escherichia coli 
the positive charges on the surface of unmodified 
AFMNP promote strong electrostatic interactions 

with negatively charged sites on the surface of 
bacterial pathogens

ND 10 56

Antibody
Escherichia coli 

the immobilization of biotin-labeled anti-
Escherichia coli antibodies on avidin-coated 

magnetic nanoparticles allowed the synthesis of 
gold-coated magnetic NPs, a biosensor capable of 

separating and quantifying Escherichia coli

8 CFU mL-1 70 59

Gentamicin (Gm) Staphyloccocus aureus

the combination of a magnetic nucleus (Fe3O4), a 
fluorescent layer (SiO2), and the conjugation with 

Gm, known as Gm-MNP, allows the capture of 
S. aureus cells through magnetic interaction with 

the Gm-MNP system

500 CFU mL-1 1 65

Immunofluorescent 
nanospheres (IFNS)

Salmonella typhimurium

the combination of immunomagnetic nanospheres 
and IFNS allows the capture and specific 

recognition of S. typhimurium; 
the sandwich-type immune complex 

(IMNS‑bacteria-IFNS) formed is easily analyzed 
by a fluorescence microscope

10 CFU mL-1 ND 39

Biotin-probe labeled 
magnetic beads (MBs)

Salmonella sp.

the primers were designed to produce 
MBs‑ssDNA; using Fe3O4 NPs, the target ssDNA 

is isolated, which hybridized with the reporter 
probes can decrease signal

74 CFU mL-1 80 54

Streptavidin Salmonella sp.

Fe3O4 modified with streptavidin was used to 
capture biotinylated antibody and determine 

streptavidin interaction, reducing the transverse 
relaxation time of neighboring water molecules 

analyzed by NMR

105 CFU mL-1 60 111
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to antibody-immobilized TiO2 nanocrystals (TN). This 
new MNP-Salmonella-TN complex is separated from the 
sample, and the UV-Vis spectra of the unbound TN solution 
and the MNP-Salmonella-TN complex are compared to 
allow the detection of low concentrations of Salmonella, 

reaching limits of detection in milk as low as 100 colony-
forming unit (CFU) mL-1 (Figure 6).

Finally, it should be noted that one of the major 
disadvantages of MNPs is their water stability, which 
has been the subject of recent efforts, especially through 

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / min

Reference

Peptide Stachybotrys chartarum

peptide-labeled MNP fragments can be formed 
from Stachybotrys chartarum culture supernatant 

dripped onto a nano-wave; 
fragments can be split off and attracted by an 
external magnet, causing a golden coloration 

visible to the naked eye and indicating a positive 
reading

10-100 spores mL-1 1 53

Antibodies (Abs) 
CSA-1-Ab

S. typhimurium

through the development of a nano platform, 
FPMNPs is possible to detect and capture 

S. typhimurium; 
the covalent binding of Abs facilitates the capture 
and immunomagnetic separation of the pathogen 
from a food matrix, allowing the obtaining of a 

SERS signal utilizing Raman

100 cells mL-1 60 41

N-Succinyl feroxamine Yersinia enterocolitica
by binding bacteria to the MNP conjugate due to 
the MNP surface’s electrostatic interactions and 

the feroxamine receptor, detection is possible
ND 60 112

NPs: nanoparticles; CFU: colony-forming unit; ND: not determined; IMNS: immunomagnetic nanosphere; MBs-ssDNA: biotin-probe labeled magnetic 
beads-single-stranded DNA; FPMNPs: functionalized polymeric magnetic nanoparticles; NMR: nuclear magnetic resonance; MNP: magnetic nanoparticles; 
SERS: surface-enhanced Raman spectroscopy; GNPs: gold nanoparticles; MB: magnetic beads.

Table 8. Magnetic nanobiosensors used for pathogenic agent detection (cont.)

Figure 6. Nanobiosensor using magnetic nanoparticles (MNPs) and titanium oxide nanocrystals (NTs) attached to antibodies to detect Salmonella sp. in 
milk. First, an immunomagnetic separation is carried out to obtain the MNPs bound to the bacteria. Titanium oxide nanocrystals (NTs) are then added, and 
a second immunoseparation is carried out to obtain MNPs-NTs-Salmonella complexes and free NTs with differentiated spectra (adapted from Joo et al.77).
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functionalization strategies, such as the binding to dextran 
and polyacrylic acid.90 

3.5. Biosensors with quantum dots (QDs)

QDs are inorganic fluorophores that have replaced, 
to some extent, conventional fluorescent dyes, exhibiting 
unique light emission properties according to their size 
and composition. Another characteristic of QDs is their 
narrow emission spectrum that differs according to 
the size and type of material, allowing the emission of 
sharp colors with high resolution and improving assays’ 
sensitivity.11,29,40 

One of the most critical advantages of QDs, in 
addition to the fact that they show minimal interference 
with natural autofluorescent particles,75,113 is their ability 

to simultaneously detect several biomarkers, due to the 
phenomenon known as synchronous emission, which 
allows different QDs to show excitation at the same 
wavelength.10,75 They also have disadvantages, such as 
unstable fluorescence generation, cytotoxicity,101 and their 
“lipid-like” surface, which restricts the compatibility of 
QDs in aqueous environments and biological fluids. It is 
both the advantages and disadvantages that allow QDs to 
be used in cell and virus marking, immunofluorescence 
assays, and flow cytometry. The latter application has great 
potential since they replace traditionally used fluorescent 
organic dyes (Table 9),11 making screening tests more 
efficient by reducing analysis time.

Additionally, QDs have been reported to detect 
biomarkers such as antigens and pathogens,12 to act as probes 
to detect genomic DNA, and to be employed for fluorescent 

Table 9. Quantum dots nanobiosensors used for pathogenic agent detection

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / h

Reference

Thiol-ssDNA Escherichia coli

a thiol-ssDNA-QD sensor was developed through 
a metal-thiol bond between the QD and the DNA 

system; 
bacteria in situ hybridization experiments were 

carried out, incubating cells with DNA; 
the cells were detected with an inverted 

fluorescence microscope

ND 1 114

Biotinylated 
bacteriophage

Escherichia coli

a specific bacteriophage for Escherichia coli was 
biotinylated in vivo, using a short peptide on the 

capsid surface marked with QDs coated with 
estraptivirin; 

phage infection allowed the visualization of the 
bacteria in water samples regardless of the presence 

of several mixtures of bacterial species

10 cells mL-1 1 57

Antibody
Salmonella typhimurium, 
Escherichia coli O157:H7 

and Listeria monocytogenes

the immuno-MNBs mixture allows to capture and 
magnetically separate three target bacteria in food 

samples; 
fluorescence intensity of MNB-cell-QD complexes 

determines the populations of pathogens

50 CFU mL-1 2 115

Antibody IgG Salmonella typhimurium

CdSe/ZnS QDs were immobilized onto a porous 
polycarbonate membrane having bound IgG 

antibodies specific for Salmonella tiphymurium; 
these nanostructures were used as fluorochromes 

during immunodetection; 
 the capture of the cells was detected by confocal 

laser microscopy

100 cells mL-1 2 116

Amino-modified 
aptamers

Salmonella typhimurium

the fluorescence detection of 
Salmonella typhimurium followed the incubation 

time and the addition of CD-aptamers;  
a linear relationship between the concentration 
of Salmonella typhimurium and the intensity of 

fluorescence was achieved

50 CFU mL-1 ND 117

Antibody Staphylococcus aureus

QDs coated with streptavidin and conjugated 
with biotin-labeled anti-S. aureus antibodies were 

developed as fluorescence markers; 
the fluorescence intensity of the bead-cell‑QD 

complexes in the presence of S. aureus at 620 nm 
allows detection

103 CFU mL-1 2 79
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in situ hybridization assays (FISH).10  Recognition of 
pathogens with this type of nanosensors is based on 
the functionalization of the nanoparticles with specific 
antibodies, which upon contact with the pathogen, and 
due to the affinity given by the functionalization, create an 
antigen-antibody species that emits a fluorescence signal.34,58 
Zhu et al.89 studied two different bioconjugates QDs as 
biosensors, using biotinylated antibodies generating a dual-
color image for two protozoa: Cryptosporidium parvum 
and Giardia  lamblia. Tully  et  al.29 developed a rapid 
immunoassay based on QDs fluorescence for the detection of 
two surface proteins of Listeria monocytogenes, poly(amino 
acids) involved in the invasion of human cells, called 
internalin A and internalin B. Another strategy reported to 
recognize pathogens, specifically Escherichia  coli, uses 
QDs coated with mannose, nanostructures that identify 
the mannose-specific lectin FimH from the surface of 
Escherichia coli, allowing the detection of bacteria in cell 

suspensions with less than 104 cells mL-1.58 There is also the 
work with magnetic QDs conjugated with anti-Salmonella 
antibodies by Yang  et  al.113 where the intensity of the 
fluorescence emitted by the QDs is used for the detection 
of the pathogen (Figure 7).

3.6. Biosensors with carbon nanotubes

Several zero-dimensional (0D) to three-dimensional 
(3D) carbon nanomaterials have been developed as 
electrochemical biosensors, showing that the analysis of 
bacterial pathogens in food through carbon nanotubes 
(CNTs), graphene, and their derivatives, improves the 
detection sensitivity, mainly when electrochemistry is used 
as an analysis method. For example, carbon nanotubes with 
a large surface-to-volume ratio make it possible to acquire 
and distinguish electrical signals before and after biological 
elements hybridization.68

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / h

Reference

Antibody Salmonella enteritidis

the specific interaction between 
Salmonella enteritidis and CdTe QDs modified with 

ligands conjugated to anti-Salmonella antibodies 
allows the capture and detection of 

Salmonella enteritidis by fluorescence microscopy

102 CFU mL-1 2 71

Metal-organic 
frameworks

Escherichia coli 
O157:H7

CdS@ZIF-8 NPs as signal tags allow detection of 
Escherichia coli O157:H7; 

detection is made possible by differential pulse 
voltammetry when analyzing cadmium(II) ions 
released from CdS@ZIF-8 tags by HCl leaching

3 CFU mL-1 1 81

Metronidazole 
(MET)

Porphyromonas gingivalis

the ability of oral epithelial cells (H413) with 
cCQDs to attack intracellular pathogens was 

studied; 
cell nuclei stained with DAPI produced a strong 

emission; 
it was found a cCQDs penetration capacity of 80% 

(m/m) using UV-Vis spectroscopy

0.26 µmol L-1 180 50

ZnO nanowire array 
(NWs)

Escherichia coli 
O157:H7

an aptamer as a recognition element made up of 
aligned ZnO NWs, decorated with AuNP and CdS 
QDs, allowed to form a nanoarray that can act as a 

self-amplified PEC biosensor

1.125 CFU mL-1 60 42

Antibody Salmonella sp.

considering that metal ion signals can be correlated 
with the number of bacterial cells captured by  

the sensor, QDs (CdTe) were studied by 
voltammetry after their acid dissolution using 

carbon electrodes screen-printed with bismuth(III) 
film formed in situ

4 CFU mL-1 150 55

Manganese dioxide 
nanoflowers 
(MnO2 NFs)

Escherichia coli 
O157:H7 Salmonella

target bacteria were conjugated to  
pAb-QDs@MnO2 nanocomposites, where 

antibodies (pAbs) help form MNB-bacteria-
QM complexes, whose fluorescent intensity at 
the characteristic wavelength was measured to 

determine the presence of the target bacteria after 
separating QD and Mn2+ ions

15, 40 CFU mL-1 120 80

ssDNA: single-stranded DNA; QD: quantum dots; ND: not determined; MNB: magnetic beads; CFU: colony-forming unit; IgG: immunoglobuline G; 
CD: carbon dots; CdS: cadmium sulfide; ZIF-8: zeolitic imidazolate framework-8; cCQDs: chlorophyll carbon quantum dots; DAPI: 4’,6-diamidino-
2‑phenylindole; PEC: photoelectrochemical; QM: pAb-QDs@MnO2. 

Table 9. Quantum dots nanobiosensors used for pathogenic agent detection (cont.)
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Carbon nanotubes are graphene tubules made up of 
monoatomic layers of hexagonal bonded carbon atoms 
wound on their axis. They are found as simple nanotubes 
(rolled graphene sheets) or multiple nanotubes (several 
nested concentric sheets) that absorb infrared light, giving 
them properties such as biorecognition-signal amplifiers 
and transducers.33 Due to their attractive electronic, optical, 
and thermal properties, they can be used in nanomedicine 
(Table 10).

It is known that CNTs can be bio-persistent, 
maintaining their physicochemical characteristics 
unaltered in the environment without degrading and 
having the capacity to generate adverse effects in the 
exposed organisms. For that reason, strategies have been 
developed that improve their biocompatibility through 
surface modification with proteins, antibodies, and nucleic 
acids. On the other hand, it has recently been reported that 
these structures may be susceptible to biodegradation, 

Figure 7. Magnetic beads attached to antibodies are used to detect bacteria in a sample. A secondary biotin-conjugated antibody reacts with the detected 
bacteria. QDs conjugated with streptavidin are used as fluorescent probes given the biological interaction streptavidin-biotin. The bacterial density can be 
measured given the intensity of the fluorescence emitted by the QDs (adapted from Yang et al.113).

Table 10. Carbon nanotubes used for pathogenic agent detection 

Functionalized 
substances

Pathogens Operating principle Limit of detection
Detection 
time / h

Reference

Bovine serum albumin 
(BSA)

Escherichia coli 
O157:H7

immuno-SWNT, made up of goat anti- 
Escherichia coli O157 antibody conjugated to 
SWNT-BSA, makes it possible to recognize 
pathogenic Escherichia coli O157:H7 cells 

through specific antibody-antigen interactions

ND 1 118

Galactose (Gal)
Escherichia coli 

O157:H7

SWNT, as a vehicle for multiple carbohydrate 
ligands, allows capturing pathogenic 

Escherichia coli in physiological solutions; 
furthermore, water-soluble SWNTs conjugated 

with galactose may exhibit inhibition of 
specific cellular responses

ND 1 119

Antibody (Ab) Salmonella infantis

using the transduction capacity of CNTFETs 
combined with the antigen-antibody interaction 
recognition capacity produces a fast, sensitive, 

and tag-free biosensor for the selective 
detection of S. infantis

100 CFU mL-1 1 46

Antibody (Ab) Candida albicans

monoclonal anti-Candida antibodies adsorbed 
on SWCNT provide specific binding sites for 

fungal antigens; 
the methodology uses a FET in which 
SWCNTs form the conducting channel

50 CFU mL-1 1 63
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which increases the possibility of application in living 
systems.10,33

DNA probes have been shown to degrade when exposed 
to cellular enzymes or nucleases present in samples during 
the development of molecular techniques. However, the use 
of CNTs protects these biomolecules since the interaction 
between single-stranded DNA nucleotides and simple 
nanotubes allows the formation of a stable complex, 
making its degradation more difficult.10 This concept was 
proved during a hybridization assay using a DNA probe 
labeled and protected with carbon nanotubes, where better 
sensitivity was obtained in the detection of S. aureus DNA 

Functionalized 
substances

Pathogens Operating principle Limit of detection
Detection 
time / h

Reference

Antibody (Ab)
Escherichia coli 

O157:H7 Bacteriophage 
T7

specific Ab-functionalized SWNTs-bonded 
gold electrodes act as chemoresistive 

biosensors; 
the functionalization with specific Ab of 
various microorganisms was carried out 

covalently

105, 103 CFU mL-1 0.1 64

Antibody (Ab)
Salmonella enterica 

serovar Typhimurium

a bioconjugate of Ab/SWCNTs/HRP was 
used in ELISA experiments for high protein 

recovery; 
in this, the SWCNTs serve for the co-

immobilization of antibodies and horseradish 
peroxidase

103-104 CFU mL-1 2 76

Antibody (Ab) rotavirus

a graphene film with a uniform ripple structure 
on the surface shows high conductivity and 

rapid electron transfer properties, allowing it to 
work as an electrode in cyclic voltammetry

105 PFU mL-1 ND 87

DNA
Escherichia coli 

O157:H7

the interaction between a DNA sequence and 
the MWCNTs during the preparation of a 

DNA sensor was investigated using Raman 
spectroscopy and Fourier transform infrared 

spectroscopy

1 nM 2 66

Pyrenil and amine-
modified aptamers 

Staphylococcus aureus

a network of SWCNTs acting as an ion-
to-electron potentiometric transducer and 
anti‑S. aureus aptamers, as the recognition 

element, showed a linear behavior between the 
potential and the bacteria concentration

800 CFU mL-1 48 78

DNAzyme-labeled 
aptamer

Salmonella paratyphi A

aptamers with high binding capacity and 
specificity against Salmonella paratyphi A 

were developed; 
the aptamer-pathogen interaction was followed 

by fluorescence

103 CFU mL-1 15 120

Metal nanoparticle
Escherichia coli 

O157:H7

AuNPs-3D graphene interdigitated array 
electrodes were converted from polyimide film 
coated with the corresponding metal precursor-
chitosan hydrogel ink and used to fabricate a 

flexible impedimetric immunosensor

100 CFU mL-1 0.5 70

Antibody Yersinia enterocolitica

a biosensor based on SWCNT immobilized 
with anti-Yersinia antibody showed that, by 

linear scanning voltammetry, it is possible to 
detect the pathogen

104 CFU mL-1 0.5 73

SWCNT: single-walled carbon nanotube; ND: not determined; CNTFET: carbon nanotube field effect transistor; CFU: colony-forming unit; FET: field 
effect transistor; HRP: horseradish peroxidase; ELISA: enzyme-linked immunoassay; PFU: plaque form unit; MWCNT: multi-walled carbon nanotube; 
DNA: deoxyribonucleic acid; AuNPs-3D: gold nanoparticles 3D. 

when compared to the same hybridized probe, but without 
nanotubes. These results have important implications in 
molecular techniques employed in food samples where 
DNA probes are easily degraded by cellular enzymes or 
nucleases present in food.38

In another contribution to this area, Karimi et al.121 
reported in 2019 an aptamer immobilized on multi-walled 
carbon nanotube (MWCNTs) to detect Bacillus anthracis 
(Figure 8). Upon the adsorption of the labeled aptamer 
on MWCNTs, fluorescence emission was quenched. In 
contrast, by adding the recombinant protective antigen 
domain 4 (rPAD4) to the hybridization reaction and 

Table 10. Carbon nanotubes used for pathogenic agent detection (cont.)
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incubation for 10 min, the fluorescence emission was 
significantly recovered to 85% as compared to the control.

3.7. Biosensors with metal-organic frameworks (MOF)

In recent years, MOF applications, especially nano-
sized (NMOF), have generated significant interest in 
biomedicine. Unlike traditional MOFs, NMOFs exhibit 
highly ordered porosity and inherent pore size but 
with higher surface areas, which gives them improved 
biological activity, chemical/colloidal stability, and 
surface modification facilities. When compared to other 
nanomaterials, NMOFs demonstrate the following 
advantages for biomedical applications: 

(i) The chemical diversity of MOFs provides a library 
of versatile porous materials, making them highly available 
for various applications related to biology.

(ii) The balance between stability and degradability 
allows reuse and degradation as needed. 

(iii) Controllable porosity and surface area allow 
efficient encapsulation/loading of both small molecules 
and biomacromolecules, providing dispersibility, 
biocompatibility and biosafety for in vivo applications.122 

More recently, works such as that of Bhardwaj et al.67 
using the metallorganic fluorescence framework 
IRMOF-368 have shown that these MOFs can be 
used in various biological applications (Figure 9) 
such as molecular detection, recognition of adenosine 
triphosphate (ATP) and cancer biomarkers, and in various 
types of samples, including liquids and gases.67,123 

The MOF applicability is extensive due to its fascinating 
framework architecture properties. Several studies have 
shown that MOFs’ chemical nature allows unlimited 
structural variations during and post-synthesis, which 
can control the stability of the network, porosity, internal 
and external surface area, thermal and chemical stability, 
selectivity, crystal structure, toxicity, and luminescent 
properties, among others (Table 11).48

Figure 8. A labeled fluorescent ssDNA aptamer binds to a multi-walled carbon nanotube, which causes its deactivation. When this complex interacts with 
the rPAd 4 protein, which is a Bacillus anthracis antigen, fluorescence is restored, evidencing the presence of the bacteria (adapted from Karimi et al.121).

Figure 9. A bacteriophage specific to S. arlettae bioconjugated with a fluorescence metal-organic framework (IRMOF-3) changes its photoluminescence 
intensity with different bacterial densities (adapted from Bhardwaj et al.67). 
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4. Discussion 

Nanobiosensors are new devices that improve traditional 
biosensors’ effectiveness due to the use of nanomaterials 

in their manufacturing. The development of these devices 
has allowed the detection of pathogens or some of their 
components in a fast, efficient, and highly sensitive way 
in different samples. This has practical implications in the 

Table 11. Metal-organic frameworks (MOF) used for pathogenic agent detection 

Functionalized 
substances

Pathogens or analyte to 
detect

Operating principle Limit of detection
Detection 
time / h

Reference

Terbium-metal organic 
framework Tb(BTC)
(H2O)6 (Tb-MOF)

Bacillus anthracis 
(dipicolinic acid DPA 

biomarker)

by mixing the fluorescence probe Tb‑MOF 
with DPA, a rapid reduction in the 

photoluminescence signal can be obtained, 
maintaining a highly linear relationship with 

increasing DPA concentrations

0.04 nmol L-1 0.2 124

NH2-MIL-53(Fe) Staphylococcus aureus

the use of glutaraldehyde as a crosslinking 
agent allows the conjugation of a MOF with 
bacteriophages, obtaining a biosensor that 

detects S. aureus through photoluminescence 
extinction

31 CFU mL-1 0.3 123

Copper metal-organic 
framework nanoparticles 
(Cu-MOF-NPs)

Escherichia coli

Cu-MOF-NP improved biological activity 
by increasing the dose of particles against 
various pathogens (five bacteria strains, 

Gram‑positive and Gram-negative) compared 
to an antibacterial agent

50 µg mL-1 ND 125

JXNU-4 
[(Me2NH2)2(Zn6(µ4-O)
(ad)4(BPDC)4]n

Bacillus anthracis 
(dipicolinic acid DPA 

biomarker)

a dual emission hybrid MOF (Tb3+@MOF) 
allowed radiometric detection of DPA; 

the formation of the Tb-DPA complex produces 
a sensitization of the antenna, increasing the 

emission of Tb3+

3.6 nmol L-1 0.2 49

Polyaniline (PANI)
Escherichia coli 

O157:H7

the monitoring and quantification of the 
interaction between an aptamer and E. coli 
using methylene blue as an electrochemical 

indicator were carried out by differential pulse 
voltammetry; 

the MB-E. coli O157:H7 interaction generates 
a signal proportional to the concentration of 

E. coli O157:H7

2 CFU mL-1 0.3 72

Copper(II) tetrakis 
(4-carboxyphenyl)
porphyrin nanosheets 
(MOF-NSs)

Salmonella enterica, 
Listeria monocytogenes, 

and 
Vibrio parahemolyticus

the MOF-NSs possess a distinguished affinity 
for ssDNA, which causes the labeled DNA’s 

fluorescence to be quenched; 
the labeled duplex is released on binding 

to the target pathogen DNA, and the label’s 
fluorescence is restored

28, 35 and 
15 pmol L-1 1 69

Aptamer and DNA
Pseudomonas 

aeruginosa

decomposition of H2O2 catalyzed by a 
Cu‑ZrMOF@Aptamer@DNA nanocomposite 
acted as a signal probe showing conductivity 

changes due to electron transfer during 
successful detection

2 CFU mL-1 2 85

Antibodies Staphylococcus aureus

an antibody-conjugated bioprobe  
(Ab/NH2‑MIL-53) incubated with varying 
concentrations of Staphylococcus aureus 

maintained a strong inverse correlation in which 
the decrease in fluorescence intensity was 

accompanied by an increase in bacterial count

85 CFU mL-1 ND 126

Polyaniline (PANI) Escherichia coli

a biosensor electrode was developed by 
conjugating anti-E. coli antibodies and 

Cu3(BTC)2-PANI on an indium-tin-oxide 
substrate; 

this biosensor allowed detection of very low 
concentrations of E. coli using electrochemical 

impedance spectroscopy

2 CFU mL-1 2 88

DPA: docosapentaenoic acid; CFU: colony-forming unit; ND: not determined; BTC: 1,3,5-benzenetricarboxylic acid; BPDC: biphenyl-4,4’-dicarboxylic 
acid; ssDNA: single-stranded DNA; BTC: benzene-1,3,5-tricarboxylic acid.
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clinical field, food industry, and the environmental area. By 
implementing this type of technology, up to 1 cell mL-1 of 
the analyzed sample can be detected.25

This technology has been widely used to detect 
pathogens, thanks to the use of some recognition elements 
present on their surface that function as markers, or the 
presence of genetic material that can hybridize specifically 
with designed probes anchored on the nanomaterial. In the 
development of these devices, aptamers have also been 
used as new functionalizing molecules. Based on nucleic 
acids, these have shown an affinity for some structural 
characteristics of the pathogen in question, facilitating 
their detection.

Similarly, the technology has also been used to 
detect toxins or other secreted substances responsible 
for infectious diseases through colorimetric tests using 
various types of nanoparticles, which decreases the cost 
of conventional tests to detect such substances and lowers 
the limit of detection. Due to the development of these 
devices, the processing time, the equipment required, and 
the trained personnel to perform tests for pathogens that 
compromise public health are reduced.

The most significant number of detection studies 
are related to Escherichia coli, Staphylococcus aureus, 
and Salmonella typhimurium. However, the most used 
microorganism in screening tests has been E. coli, which 
is a bacterium of great importance because it is considered 
an indicator of fecal contamination in waters, and it is 
recognized as a cause of diseases such as gastroenteritis, 
urinary tract infections, and meningitis.

On the other hand, QDs have been primarily used to detect 
different types of pathogens, such as Cryptosporidium parvum 
and Giardia lamblia, two species of protozoa present in water 
samples and which are also recognized as indicators of fecal 
contamination.89 This type of detection test could expand 
this technology area since it could be applied not only to 
bacteria but to other organisms of environmental concern. 
It should also be noted that it would be interesting to verify 
these detection devices’ effectiveness in other areas such as 
agriculture, where very little has been done.

Each type of nanobiosensors has advantages and 
disadvantages. It is not easy to define which type of 
nanobiosensor is more useful for each specific case since 
there are a variety of devices with multiple principles of 
operation, those based on nucleic acids, those based on 
the detection of specific proteins, or those that detect the 
organism of interest as such. All of the above makes a 
possible comparison between them more complicated.

To define the effectiveness of this type of device, 
criteria such as type of bioreceptor, transduction system 
used, limit and time of detection, and ease of scaling must 

be considered. It can be seen after carrying out the review 
that most of the biological and non-biological interactions 
used as a basis for the design of nanobiosensors are based 
on antigen-antibody binding, electrostatic interactions, and 
streptavidin-biotin interaction. Nanobiosensors also use the 
affinity that specific proteins, such as concanavilin A and 
lectins, show for carbohydrates present in pathogens’ cell 
walls, which can be used as target molecules. As for the 
most widely used transduction systems for nanobiosensors, 
the electrical and optical types stand out. 

The limit of detection must also be taken into account 
to define the device’s effectiveness. These data can 
usually be reported in different units depending on the 
type of nanobiosensor, though, in general, it is evident 
by this review that the best limit of detection for a 
nanobiosensor based on silica nanoparticles is 1 cell mL-1 
of sample.25 However, several nanobiosensors based on 
metallic nanoparticles, specifically on AuNPs, also show 
outstanding limit of detection, detecting 10 bacteria mL-1 
of sample. This indicates that efforts should be directed 
to improve the design of devices based on metallic 
nanoparticles, not only because of the limit of detection 
they present but also because they require fewer chemical 
precursors for their elaboration, making them the simplest 
to build and the less expensive.

The above also shows the currently growing interest 
in developing green chemistry methodologies, where 
live species are used, including bacteria, fungi, or plants, 
to obtain nanoparticles. These approaches could replace 
traditional nanoparticles synthesized using toxic chemical 
precursors, and then, we would have nanobiosensors 
composed of nanoparticles obtained through biosynthesis, 
making the technology more feasible for commercial use, 
specifically in the food industry.

Additionally, it is essential to highlight a novel approach 
within this technology, the design of hybrid nanobiosensors, 
where different types of nanomaterials are used to make 
the detection process more efficient. In this field, the use 
of magnetic nanoparticles fused with titanium dioxide 
nanocrystals or quantum dots to detect various types of 
bacterial and fungal pathogens appears to be the most 
promising technology.

5. Conclusion

The application of nanotechnology to detect pathogenic 
microorganisms has led to significant advances, reaching 
limit of detection of up to 1 cell mL-1 of sample, requiring 
only minutes to perform the detection, and using 
techniques as simple as UV spectroscopy. Furthermore, 
nanotechnology’s advantages predict that we will continue 
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to reduce limit of detection, analysis time, and instrumental 
requirements. This makes it possible to foresee that we are 
very close to the commercialization of portable nanosensors 
for on-site application in agroindustry, food, and human 
health. However, the specificity shown by the currently 
reported works and the increasingly recurrent appearance 
of pathogens in humans and animals possibly show us the 
need to develop nanostructured systems with the ability 
to detect multiple pathogenic microorganisms at the same 
time, an area until now unexplored.
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